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Target: Oporto 
Line of business: Oporto is an Australian-based fast-food 
franchise with a Portuguese-theme. Oporto specialises in 
Portuguese style chicken burgers, chips and spicy chilli 
sauce. (Wikipedia, 2011) 
Corporate website: http://www.Oporto.com.au/ 

 
When examining and thinking about such a successful and popular target, there must be a 
weakest link somewhere, anyway, there is no such thing as perfect security system. This can 
be true because Oporto is a successful franchisor with many franchisees around the world, in 
Australia alone; there are 100 over franchise businesses selling for Oporto. It will only take 
just one weak franchise store, gullible staff or a weak Extranet security for an attacker to 
gather valuable assets such as recipes, machines used and supplier information and/or launch 
an attack on Oporto’s business and goodwill. In this assignment, I do not consider pranksters 
or script kiddies as attackers because this assignment is more on physical security and any 
attacker must have a strong motivation behind their attacks which usually pranksters and 
script kiddies lack in most cases. 
 
In this write-up, I attempt to: 

1. List down all possible high-value assets of Oporto which are of interest to Oporto’s 
competitors or saboteurs. (I put this as first part because this will become my guiding 
posts when I conduct passive reconnaissance) 

2. Consider all possible methods and techniques of passive reconnaissance and then 
weigh the pros and cons and whether they are feasible approaches in conducting these 
reconnaissance to my target, Oporto.  

3. Assess Oporto’s protection mechanisms and processes to protect the assets identified 
in part 1. 

4. Evaluate vulnerabilities associated with these mechanisms and processes identified in 
part 3. 

5. Finally, imagine possible attack designs that an attacker might use after attacker’s 
passive reconnaissance. 

1.0	High‐value	assets	of	Oporto	that	an	attacker	might	want	to	acquire	
or	attack.	
 
1.1	High‐value	assets	for	possible	acquisition  
Oporto’s unique selling point is their Portuguese style chicken (grilled). Other selling points 
are their burgers, chips (fried potatoes or ‘French fries’) and spicy chilli sauce. 
 (Wikipedia, 2011)  
 
As such, to gain competitive advantage over Oporto, an attack will most probably want to 
acquire  
 Oporto’s recipe and ingredients for making their unique chilli flavoured sauce,  
 Oporto’s food-making machinery and processes for their chicken and other food 

items,  
 Oporto’s choice suppliers for their chicken, this asset might be irrelevant if Oporto 

backward integrate and produce their own poultry. For example, MacDonald’s have 
their own potatoes farm and therefore do not rely much on any external supplier. 
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Looking in a macro-view, the above 3 identified high-value assets will all help the attacker to 
achieve his ultimate objective: To gain the goodwill, reputation and profitability similar to 
Oporto, and/or even to out-sell and oust Oporto out of the fast food market. 

1.2	High‐value	assets	for	possible	attacks	
What an attacker will attack may or may not be the same asset that he will want to 
steal/acquire. In this case, I only list down assets that an attacker will attack in order to 
damage Oporto’s business with the hopes that it will go out of business. 
 
Like any profitable food & beverage business, these could be the main assets of Oporto 
primarily targeted for an attack. 
 
 The hygiene of Oporto’s dine-in spaces, 
 The cleanliness and quality of its food products,  
 The constant supply of poultry and ingredients needed for their food products 

 
These assets can be considered the main targets of attack based on the motivation to affect 
Oporto’s reputation and goodwill. 

2.0 Open source information gathered from passive reconnaissance 

2.1	Web	resources	

2.1.1	Analysing	Oporto’s	website:	www.Oporto.com.au		
By downloading their website for offline analysis can help avoid detection and at the same I 
can have more time in analysing their web pages. This is possible with a program called 
GNU Wget (Whitaker & Newman, 2006). In addition of avoiding detection while 
downloading the website offline, out-dated and unlinked web pages (Orphan pages) within 
the corporate website get downloaded as well and they might contain useful information. 
Certain corporate information or announcements might be taken down due to sensitivity or 
out-datedness, but all these orphan pages do give me more information to use for an attack. 
 
2.1.2	Organic	searches  
Search keyword “Oporto” on various search engines. This is to find pages linked to Oporto’s 
corporate website or web pages which has this word or meta-tags describing Oporto, chicken, 
suppliers, franchise. 

2.1.3	www.abr.business.gov.au	
By searching Oporto inside Australian Business Register, I can see sieve through all 
registered franchisees and target the most recent or newest franchise Oporto branch. 
Although it may not always be true that new owners are inexperienced to detect a passive 
attack, but it’s worth the try. 

2.2	Social	Engineering	

2.2.2	Be	the	customer	
Be a regular, friendly and valuable customer to Oporto in hopes of getting any leaked 
confidential information from the counter staff or kitchen helpers. 
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2.2.1	Act	as	a	potential	franchisee	
Be a potential franchisee and request for a guided tour if available. Then, knowing what 
machines used, or at least the brand, I can act as a maintenance technician and thus granted 
access to their machines. (Target any franchise branch where security is the lowest after 
visiting the branches I had identified as the latest addition to Oporto’s franchise chain – See 
section 2.1.3) 

2.2.3	Dumpster	diving	
By looking at their trash, I can find out the ingredients used for their food products or even 
supplier invoice, and letters from the Oporto’s HQ.  

2.2.4	Social	media	
Befriend various Oporto’s franchise owners or outlet managers through Facebook. Very 
often, you can get name cards from them when you are able to strike a conversation with 
them. For example, ask a difficult question that a regular staff wouldn’t know how to answer 
and the outlet manager or owner who’s around will come attend to you. 

3.0	Oporto’s	protection	mechanisms	and	processes	used	on	high‐value	
assets	
The most recognizable protection is still Oporto’s staff. The more franchisees Oporto has, the 
more vulnerable points an attacker can attack. Therefore in this case, franchisees and internal 
staff will be trained to protect any trade secrets of Oporto, food related equipment might be a 
“black box” where each cooking process are automated process with little intervention from 
the cooks. In addition, there will be a classification of information and secure communication 
channel among Oporto’s internal staff, suppliers, partners and franchisees with their workers. 
 

3.1	Secure	Extranet	for	Oporto’s	information	infrastructure	
Extranet for suppliers, franchisees and Oporto’s head office: This allows external parties to 
communicate with Oporto and to trade any sensitive information between them. I can also 
assume that security is layered where franchisees aren’t supposed to access supplier 
information and vice versa. 
 

3.2	Outlet	layout	
In visiting a few Oporto eateries, such as the outlet at Coogee Beach, there are dividers 
dividing the kitchen and dining area. This is something you don’t see in MacDonald’s where 
their kitchens can almost be openly viewed at.  
 

3.3	Trained	staff	
Last but not least, training of staff is an important protection measure. There can be hardware 
and software for security purposes but ultimately security needs trained people to keep the 
security loops closed. They will be trained not to accept hoax mails and phishing mails, 
update their Operating System’s security suite, etc.  
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3.4	Protecting	cooking	instructions	and	recipes	(Black‐boxes)	
To keep Oporto’s cooking and ingredients mixing processes, machines are customized with 
the right temperature and time and are unknown to any franchisee employee because it’s 
automatically done with just pressing buttons and therefore I consider these machines black 
boxes. This is also advantageous for franchisees as less training is required and thus lowering 
training costs for them. But in Oporto’s point of view, this is a protection mechanism. 

4.0	Vulnerabilities	seen	in	these	protective	measures		

4.1	Extranet	
Extranet is one of the weakest links because Oporto could just buy a software off the shelves 
to implement their Extranet and because of that, loopholes might occur where an attacker can 
apply known methods to exploit these loopholes. 
 

4.2	Outlet	layout	
No matter how the outlet layout is, the layout cannot deem as too secretive and extreme. It 
must have a welcoming feel and thus there will be many chances and “peek holes” to take 
pictures or a video of the kitchen. 
 

4.3	Trained	staff	
No matter how trained staff are, it’s almost 100% sure not every staff ensure the security of 
its company. To make things worse, different franchisee might have their own agendas (such 
as cutting costs) and therefore there might be loopholes in Oporto’s security policies and 
processes due to indifferent work processes implemented by the franchisees. 

4.4	“Black‐boxes”	
Personally, I feel this is one of the most robust protections against passive reconnaissance. 
Not unless you have the expertise to reverse engineer it, you wouldn’t want to steal it. But 
stealing it will raise too much attention, furthermore, how can one steal such a large machine 
at a short period of time and goes undetected? 

4.5	Conclusion	
This section relates to section 5.0. As seen, there are at least 3 very vulnerabilities into getting 
Oporto’s secret recipes, cooking processes and any machinery involved. It will just take one 
vulnerable point to attack or acquire assets as identified in section 1.0, and that is the Extranet. 

5.0	Possible	attack‐designs	of	an	attacker	who	has	conducted	passive	
reconnaissance	
 
1. Target list: Go to http://www.abr.business.gov.au/ and search “Oporto” with refined 

search only in New South Wales. There are only 66 registered Oporto franchisees and it’s 
not too difficult to find the newer franchisees. One of the newer franchisee is the trading 
name “OPORTO TAMWORTH” with entity name as RADYCON PTY. LIMITED and 
has registered its trading name from 07 May 2008. 



Li Minyong, Z3389404 

UNSW COMP3441: Security Engineering 

2. After looking which franchise outlet to target, an attacker can proceed to be a regular 
customer and start observing the outlet for physical security loopholes. Anyway, it won’t 
hurt the attacker as he can have lunch at the same time. 

3. As mentioned in section 4.0, the hardest asset to acquire is Oporto’s machinery plus the 
outlet’s layout of having an opaque divider shielding the kitchen from prolong views, 
breaching their physical security is likely to be difficult. 

4. Therefore, there are two alternatives: Social engineer the counter staff or befriend the 
owner or outlet manager. The first alternative may not be very useful as the counter staff 
would not know any sensitive information on Oporto’s assets.  

5. The second alternative would be wiser as an attacker will most likely exchange name 
cards with the outlet manager/owner and thus have an email address to work with. 

6. The weakest link in Oporto’s security infrastructure is its Extranet: 
http://extranet.oporto.com.au/login.aspx 

7. Without having to hack Oporto’s Extranet (as this assignment is on passive 
reconnaissance), an attacker can collect as many name cards he can from Oporto 
franchise outlets and try a phishing attack on these emails. Phishing might work in this 
case because attacker had already befriended the outlet managers/owners.  

8. With a working email and password, an attacker can then proceed to enter Oporto’s 
Extranet legitimately and not raise any detection. 

9. With all these access, an attacker can move on to active reconnaissance in future. 
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 Grade: 7/10 
Satisfactory with one or two outstanding elements 
 
Which of the passive reconnaissance methods listed did you actually 
perform? Many things you say sound very speculative, rather than a result 
of your passive reconnaissance. Even though assets like cash or equipment 
may be of lesser value to Oporto than their high‐value assets, they can 
still be targeted by attackers looking to make a quick profit if security 
is lax, so such assets should also be considered. You should finish with a 
conclusion that gives an overall assessment of the target's security.     


