
A. Preliminary analysis 
WACKY bank like many other banks focused on authenticating users. The two major 
categories of authentication attacks are man-in-the-middle attack and malware 
attack. WACKY bank had implemented a more effective phone-based 2FA (SMS 
users a one-time password) where it provides an effective defence against replay 
attacks combined with eavesdropping (Feghhi, Feghhi, & Williams, 1999) in which an 
attacker intercepts data passing between the user and the authentication system, 
and effectively hijacks the session. 

However, there can be other avenues of attacks as attackers often evolve their 
tactics in fooling authentication systems and policies. 

B. Possible avenues for attacks on WACKY bank online banking 

1. Possible weaknesses of 2FA 
In a MIT published article under its Technology Review website, a term called Real-time 
hacking or also known as “identify theft” or hitchhiking” foils the Two-Factor security 
employed by many banks. In summary, a manager made an earlier visit to a malicious 
website that allowed a malicious program to be installed in his computer. Later, while the 
manager issued legitimate payments via the company’s bank website, the malicious 
program initiated 27 transactions to various bank accounts, siphoning off $447,000. The theft 
happened despite the bank’s use of a one-time password, a six-digit code issued by a small 
electronic device every 30 or 60 seconds. (Lemos, 2009) 

Amount of effort needed to mount this attack: Medium-High.  

Why: Attacker must be reasonably proficient in programming and thus be able to create an 
effective Trojan/malicious program. 

Difficulty to mount this attack: Easy. 

Why: Clients can easily be tricked or redirected to malicious websites. 

2. The issue with Certificate Authorities 
Certificate Authority is a trusted organization that accepts certificate applications from 
entities (such as WACKY bank), authenticates these applications, issues certificates, and 
maintains status information about certificates.  

Clients rely on a third party certificate authority such as VeriSign to trust that the website the 
client is communicating with is who it claims to be, for example WACKY bank’s website 
claiming it is indeed WACKY bank. The client using the browser to browse on WACKY 
bank’s website needs to make sure that his information is sent to the correct website 
(WACKY) and this information is encrypted while in transit. Often, clients cannot accurately 
decide if he can trust a website but relies heavily on his browser to “authenticate” the 
website he is viewing via the use of digital certificates.  



 

2.1 MD5 vulnerability attacks 
The idea of Certificate Authorities (CA) is to prevent any tamper with data being sent to 
secure websites. Therefore, CA relies on the Public Key Infrastructure (PKI) to issue digital 
certificates for secure websites that the client (browsers) can verify their authenticities. In 
addition, hashing is used to encrypt/decrypt digital signatures (signed on the digital 
certificates to prove authenticity and integrity) that are used to authenticate message 
senders and receivers. The digital signature is transformed with the hash function and then 
both the hashed value (message-digest) and the signature are sent to the receiver. Using 
the same hash function as the sender, the receiver computes a message-digest from the 
signature and compares it with the message-digest it also received. (They should be the 
same.)  

In the case of WACKY bank, its Certificate Authority VeriSign uses MD5 hash. However, 
MD5 is not collision resistant and as such it is not suitable for security applications such as 
SSL certificates and digital signatures (Wang & Yu, 2005) . 

Collision resistance is a property of cryptographic hash functions where it is difficult to find 
two inputs (thus the word, “collision”) that can be hashed to the same output such that  two 
inputs a and b such that H(a) = H(b), and a ≠ b. (S & M, 1996-2001) 

Because of this weak collision resistance of MD5, a rogue CA was able to be created and it 
appeared legitimate and trusted by all common browsers because the hash was able to be 
duplicated with another set of input.  

Since a rogue CA can be manufactured, and combined with phishing techniques, 
unsuspecting users can be tricked to release confidential information to unauthorized parties. 
(SSLShopper, n.d) 

Amount of effort needed to mount this attack: High.  

Why: Attacker must be more proficient in mathematics and programming in order to find out 
the another input to obtain the same hash. 

Difficulty to mount this attack: Easy. 

Why: As clients rely on their browsers and CAs to verify the authenticity of the websites they 
are browsing, it will be very unsuspecting of them to detect any attack or malicious intent. 

3. Browser-based attacks 
Web browser vulnerabilities are commonly exploited when a user of a vulnerable browser 
visits a malicious Web site. Attacks against Web browsers depend upon malicious content 
being rendered by the appropriate built-in interpreter such as HTML, JavaScript, CSS, or 
even with vulnerable plug-in technology such as Adobe Flash, QuickTime, and Java (Goodin, 
2008) 
 
Vulnerabilities in the above mentioned rendering technologies are exposed to any exploit 
techniques or malicious code developed by an attacker. A report by Symantec had indicated 
that remotely exploitable vulnerabilities increased 30% documented in 2009, from 4814 to 
6253 total vulnerabilities. A growing percentage of these remotely exploitable vulnerabilities 
are associated with Web browsers. (Symantec, 2010) 



 
Examples of malicious browser attacks are using cross site scripting (XSS), URL redirection, 
SQL injection, plug-in attack, and these can undermine security for Web applications (such 
as WACKY online banking).  (Rapid 7) 
 
XSS: An attacker inserts code or scripts into a web page, thereby altering its function. This 
can happen to any page that requests any type of information or input from the user. 
Examples of an XSS exploit includes stealing or modifying client's cookie(s), steal client’s 
submitted form data and modify client’s submitted form data before it reaches server. This 
can happen easily if clients browse through malicious websites either knowingly, 
unknowingly or tricked by a phishing email. 

Note that SSL does not protect against XSS attacks. 

SQL injection: A server-side attack technique used to exploit Web sites by inserting a series 
of unauthorized SQL statements into a Web application that requests user input and then 
builds dynamic SQL queries. The objective of this attack is to fool the database system into 
running malicious code. It is possible for hacker to access all records in the database, delete 
tables, create new tables or other actions that would provide easy access to confidential 
information. 

URL redirection attack: A kind of vulnerability that redirects clients to a malicious page freely 
out of the original website when accessed. It is usually integrated with a phishing attack to 
trick users into divulging confidential information such as bank passwords. 

Plug-in attack: Plug-in adds specific abilities or customize functionalities to a larger software 
application such as web browsers. Plug-ins are commonly used in web browsers to play 
video, improve interactivity or enhance users’ visual/audio experience. However, certain 
plug-ins can cause web browsers to act maliciously against the user. For example, a 
keylogger plug-in was installed in FireFox browser and a remote attacker is able see 
everything a user is typing including passwords on a web page. These plug-ins can be 
installed willingly by unsuspecting users when they are interested in viewing a particular web 
page (most likely pornography or freebie websites) and accepted the page’s request to 
install the plug-in.  

Amount of effort needed to mount this attack: Medium-Low.  

Why: Attacker must be proficient in programming in order to create malicious plug-in, 
websites or even devise malicious SQL statements. However, many hacking websites are 
able to teach anyone on devising such attacks or there are readily malicious scripts available 
for them to use. 

Difficulty to mount this attack: Easy. 

Why: As clients rely on their browsers to interact with the web pages, clients are vulnerable 
to install anything that enhances their experience of the web content.  

4. SSL’s insecurity attack 
According to WACKY bank, SSL (Secure Sockets Layer) security technology is used for 
establishing an encrypted link between WACKY’s web server and clients’ browsers. As SSL 
only encrypts data (layers above TCP) in transit, TCP headers are not encrypted.  



An attacker who is able to eavesdrop a TCP session and redirect packets can hijack a TCP 
connection. TCP hijacking is one of the most popular techniques for an attacker to gain 
unauthorized access to Internet servers. With an attacker accessing a bank’s web server for 
instance, an attacker and launch a redirection attack to redirect users to a bogus malicious 
website or install malicious software into client’s computers for any later attacks. 

Amount of effort needed to mount this attack: Medium-High.  

Why: Attacker must be more proficient in network engineering and programming in order to 
make sense of any sniffed traffic and improvise an hijack attack. 

Difficulty to mount this attack: Easy. 

Why: Clients will be complacent and rely upon the fact that a website is secured after seeing 
it had been SSL compliant. 

5. Poisoning client’s local DNS cache attack 
Humans cannot remember non-semantic information such as IP addresses and therefore 
needs a translation service by sending queries to a DNS over the Internet. However, this can 
be slow and to speed translation, DNS cache was implemented into our computers to 
translate familiar URL phrases into meaningful IP addresses for the routers quickly. We trust 
that the DNS is doing its job and we might be unsuspecting when we are redirected to a 
malicious website. This attack can happen when client keys in https://www.online-
banking.wackybank.com and gets redirected to a similar WACKY bank website that is used 
to phish client’s information. 

Essentially, attacker can receive client’s customer ID, password and even his one-time sms 
password sent to his phone. With this information at hand, an attacker can impersonate 
client and enter into the real WACKY BANK’s website and siphon amounts of money from 
client. 

To poison client’s local DNS cache, an attacker can write viruses or lead clients to malicious 
websites to install malicious plug-ins or download malicious software. 

Amount of effort needed to mount this attack: Medium-Low.  

Why: Attacker must be proficient in programming and in Operating Systems in order to find 
to write a program that poisons a victim’s local DNS cache. 

Difficulty to mount this attack: Easy. 

Why: Clients rely on typing meaningful URLs in words to get to their desired web pages. 
Unknown to them, they will not know if they had been redirected to a malicious or spoofed 
site. 

6. Attacking the clients and their shallow security awareness 
As shown from the above five possible avenues of attacks, the weakest link is still the users 
themselves. Any attack on the clients (social engineering) or on their computers (malicious 
websites, phishing emails) are primary ways attackers and compromise even the most 
secure bank website.  



Amount of effort needed to mount this attack: Low.  

Why: Attacker can carefully craft convincing social-aware emails or make confident 
impersonation phone calls to clients. 

Difficulty to mount this attack: Easy. 

Why: Clients are emotional beings and any slip of the mind can make them culprits of social 
engineering and phishing attacks. 

Investigations WACKY bank should conduct (Not in order) 
1. Conduct a survey with clients to find out  

a. if anyone tried to impersonate WACKY bank staff and ask for sensitive 
information such as customer IDs and passwords. 

b. What were their top most visited websites 
c. Their surfing habits and interests online (Clients may be dishonest with question 

b. and therefore it is good to know what their interests are, for example, “Dating 
websites”. These websites may be a good source of malicious websites) 

2. Contact WACKY’s root CA and make sure they are not using MD5 as their hashing 
function. 

3. Analyse the audit logs of WACKY’s authentication and web server for any suspicious 
activities such as repeated requests in short amount of time to web server or when there 
are failed logons to authentication server. 

Conclusion 
Putting all technology and security measures aside, if attackers can run their code on a 
client’s system, they can do anything a client can do on their computers. 

Security measures may not eliminate a threat, but they can make it more costly for criminals 
to use a particular type of attack. The issue is to find the best combination of cost, usability, 
and security for the consumer.  
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 Grade: 10/10 
(Outstanding in all respects) 
 
Comments:  Very  good  report,  good 
analysis in particular. 
When  you  consider  the  amount  of  effort 
needed  to  conduct  an  attack,  remember 
that  often  various  toolkits  are  available 
(sometimes  through  criminal  rings)  that 
mean an attacker does not need to himself 
understand  the  technical  details  of  the 
attack. 


