
1.0 Introduction 
By looking at CNET’s Hacker Chart (Cnet, n.d), there were many cyber-attacks that 
can be classified as a nuisance or a “show off”, such as defacing corporate websites. 
The motivations of such attacks were also rarely clear probably because these 
attacks are either random or the real extent of damage isn’t realized yet. As such, a 
particular attack caught my eye. McAfee’s vice president of threat research, Dmitri 
Alperovitch termed this attack as “Operation Shady RAT” where RAT is a common 
acronym in the security industry for Remote Access Tool.  (Alperovitch, 2011) 

1.1 Operation Shady RAT 

1.1.2 Victims  

72 organizations were compromised. Among them are from US Federal Government, 
steel industries, News Media, Defence contractors, Real-estate and even 
International Sports organizations such as Olympic committees. 

 

  



1.1.3 Location of targets 

49 of the targets were American organizations but Asian interests only tallied for 13 
targets. There are too many targets involved and they are diverse which lead to 
many speculations about the motivations of the attacker group. For example, targets 
that include Olympic committees and political non-profits show that the attacker 
group was not interested only in economic gains or political gains but other 
sophisticated devised gains as well.  

 

 

 

 

 

 

 

 

1.2 How attack was staged 

1.2.1 Stage 1: Social engineering 
Social engineering plays on the “bugs in the human hardware and software”. 
(Wikipedia, 2011) 

Emailed were cleverly crafted to contain subject or topic of interest to recipients such 
as budgets, meeting minutes, contact lists, duty rosters, etc. This is known as Pre-
texting, a type of social engineering technique used to “engage a targeted victim in a 
manner that increases the chance the victim will divulge information or perform 
actions that would be unlikely in ordinary circumstances”. (Wikipedia, 2011) 

These emails contain a variety of attachments typically Microsoft Office documents 
such as Word documents, Excel spreadsheets, Powerpoint presentations and even 
PDF files. These files are loaded with exploit code so when the user opens the file, 
the exploit code is executed and results in the computer being compromised. 

Source: McAfee 



 

Figure 1: How these emails look like. Source: Symantec 

At this point, if recipient received an Excel spreadsheet attachment, the malicious 
code will exploit Microsoft Excel 'FEATHEADER' Record Remote Code Execution 
Vulnerability  

According to Symantec, once the spreadsheet is opened on an unpatched computer, 
a clean copy of an Excel file is dropped and opened so that the user is not 
suspicious. A Trojan is also dropped and executed. One possible tell-tale sign of this 
exploit is that Excel appears to hang for a short time before it resumes, and the 
application may even crash and restart. 

1.2.2 Stage 2: Trojan attempt to contact attacker’s remote site 

As many firewalls are configured to allow image and HTML files to pass through 
HTTP traffic, images were used steganography to hide commands found on the 
command and control server. Therefore, the Trojans were all pointing to images and 
HTML files on the attacker’s remove server. These commands are totally invisible to 
the human eye, since the bits representing the commands are mathematically built 
into the data representing the image.  



If the Trojans were pointed to HTML files on attacker’s remote site, the commands 
are hidden in HTML comments that look like gibberish, but are actually encrypted 
commands that are further converted into base-64 encoding. These commands are 
clearly visible to a user if they view the HTML code in a text editor and they look 
completely harmless, unless the HTML file is parsed by the Trojan on the 
compromised computer. 

1.2.3 Stage 3: Issue shell commands 

Trojan connects to a remote computer and establishes a remote shell with the 
computer. This enables the attacker at the remote site to directly issue shell 
commands to be run on the compromised computer. This will be invisible to the end 
user since the shell is hidden and will not influence victim computer’s performance. 

Some commands setup by the attackers are: 

gf:{FILENAME} — Retrieves a file from the remote server. 
pf:{FILENAME}  — Uploads a file to the remote server. 
http:{URL}.exe  — Retrieves a file from a remote URL, beginning with http and 
ending in .exe. The remote file is downloaded and executed. 
taxi: {COMMAND} — Sends a command from the remote server. 
slp:{RESULT}  — Sends the results of the command executed above to the remote 
server to report the status. 

(Source: Lau, 2011) 

This seemingly small collection of commands is enough for the attacker to stage a 
comprehensive breach into the compromised organization. Any function not 
available in the initial Trojan can be downloaded onto the compromised computer. 
Collected data is then simply uploaded back to the remote attacker using the pf 
command. 

[Multiple sources: Arstechnica, CNET, ComputerWorld, McAfee, Symantec, Wired.com, 
ZDNet] 

  



2.0 Observations and comments 

2.1 Motivation of attackers 

According to McAfee and Symantec, this was a single operation by a single group. 
These intrusions seem to suggest to me that attackers were highly motivated by a 
“fetish” for secrets and intellectual property. This is different from the immediate 
financial gratification that drives much of cybercrime we usually know. According to 
Alperovitch, (McAfee’s vice president of threat research) the only organizations 
spared from Operation Shady RAT were those that don’t have anything valuable or 
interesting worth stealing. Alperovitch even divided Fortune Global 2000 firms into 
two categories: those that know they’ve been compromised and those that don’t yet 
know. 

2.2 Assets attacked (Damage) 
The assets attacked here are clearly sensitive information such as but not limited to: 

 National secrets,  
 Classified government data,  
 Patents and blueprints, 
 Source codes,  
 Accounting figures 
 Bug databases,  
 Email archives,  
 Passwords to certain high level servers,  
 Details for new oil and gas field auctions,  
 Legal contracts,  
 Customers’ information.  

  



2.3 Nature of vulnerability 
There were at least 3 stages needed for the attacker to succeed.  

2.3.1 Organization’s employees 
First, attacker attacked the “soft-spots” of work conscious employees of the 
organizations by naming emails and filenames of special interests such as budget 
reports and turnover figures. 

2.3.2 Unpatched operation systems and/or applications 
 Second, after recipients opened the file, attackers exploited known exploits related 
to the application that opens the file (eg: Microsoft Excel’s spreadsheet). According 
to Symantec, attackers have at least found exploits found in Microsoft’s Powerpoint, 
Word, Excel and PDF files. With this exploit, a Trojan was planted inside the victim’s 
computer. 

2.3.3 Flaws in network security design and firewall 
Third, Trojans in turn allowed connection (where firewall allowed in this case) to the 
attacker’s remote computer which enabled the attacker to directly issue shell 
commands to be run on the victim’s computer. From then on, a variety of breaches 
can happen: From downloading sensitive information to trying to gain greater 
information access by working their way up the organization using just one 
compromised computer as a spring board. 

2.3.4 No hardening or probing to survey their network security 
design 
No hardening of network security such as probing their network on their own to find 
out any potential loopholes. If organization were to deter probing such as blocking 
ICMP requests, attackers may not be able to find “live” hosts on network to target. 

The assumptions that the attackers must have is that organizations did not patched 
their network or Operating systems running in the network, in this case organizations 
did not patch loopholes found in applications such as Microsoft Office’s and PDF. I 
do not know if this was a zero-day attack or if organization’s IT security policies 
weren’t sufficient enough to update their systems with the latest patches in time. But 
according to statements by Symantec, “There were only eight intrusions in 2006 but 
the pace of activity jumped 260% the following years, striking 29 targets in total. It 
jumped to 36 victims in 2008 and 38 in 2009 before slowing down, likely because of 
the availability of countermeasures for these kinds of intrusions.”, I can assume that 
the vulnerabilities are mostly related to organizations not patching their systems of 
known loopholes in time or they were not concerned about it. In designing the 
attacks, attackers can easily probe the victim organization’s network and obtain such 
useful information, for example the versions of the Internet browsers and Operating 
systems.  

  



2.4 How the attackers got to the employees? 
It started when the firewall and anti-virus systems allowed Trojans (as email 
attachments) to pass on to the employees inside the organization. Later, the 
employees themselves became the vulnerability as they opened the file where a 
Trojan had piggy backed. Since the Trojan is pointing to a HTML or image file of the 
attacker’s remote site (“Command and Control server”), the firewall was once again 
“out-smarted” and allowed this connection and this where attackers got a hold inside 
the compromised organization. (Look the comic strip I created to describe the flow of 
this attack) 

Attack -> Firewall unaware -> Employees fooled -> Trojan attempt connection to 
malicious server -> Firewall fooled -> Connection made -> Organization 
compromised.  

   



2.5 Consequences of the attack 
No one really know what are the consequences of these attacks as they begun 
(estimated) as early as mid-2006 but it could be earlier and wasn’t publicly 
announced only until 2nd August 2011. This could be because no government 
agencies or highly reputable organizations would publicly admit that their security 
had been compromised.  

However, one major consequences or the “price-to-pay” for compromised 
organizations is that with the attackers holding on to so much information, it will have 
repercussions on the organizations in the future, but it may or may not happen. It 
depends on what the attackers want, do they want to sell this information to other 
organizations or governments, or do they use it to blackmail organizations or even to 
rig future Olympic Games?  

2.5.1 Could these attacks be an advanced persistent threat? 

McAfee had indicated that a significant number of organizations worldwide were 
affected by these attacks and therefore could be an advanced persistent threat (ADT) 
where a group, such as a foreign nation state government, with both the capability 
and the intent to persistently and effectively target a specific entity.  

According to Symantec’s detailed information gathering on one of the attacker’s 
command and control servers, the attackers not only failed to secure their server 
properly but they had also installed various Web traffic analysis tools on it which 
made it easier for Symantec to investigate these attacks. For example, Symantec 
was able to see “the statistics about computers contacting the command and control 
server to download command files. Based on this information, we were also able to 
determine the organizations affected by this threat.” (Symantec, n.d) 

I would agree with Symantec that Operation Shady RAT isn’t an ADT especially 
when you can consider the error of not securing their servers properly and the 
relatively non-sophisticated malware and techniques used in this attacks. 



3.0 Reflection and recommendations 
By looking at the amateurish comic strip I created in section 2.4, there are many 
lessons to learn from and recommend to organizations about security engineering 
that can help protect against this kind of attacks. 

3.1 Patch operating system and software 

The number one recommendation is to patch the operating system and its software. 
Many of these attacks often start with a file containing exploit code. In many cases 
and certainly in this case (Operation Shady RAT), the exploits are for vulnerabilities 
that are patches are already available. Therefore, it is crucial to ensure that all 
operating systems and software are up-to-date with security patches. 

3.2 Antivirus up-to-date and active 

At the least, antivirus software on both computers and network got to be regularly 
updated and preferably be centrally administered by the organization’s IT team. With 
antivirus software updated and running, their detection technologies are able to 
proactively protect against many of the files used in these attacks. For example, 
Microsoft Excel 'FEATHEADER' Record Remote Code Execution Vulnerability 

3.3 Have IDPS turned on 

In addition to standard antivirus detections, organizations should have network 
security appliances that monitor network and/or system activities for malicious 
activity. The main purposes are to identify malicious activity, log information about 
identified malicious activity, attempt to block/stop this activity, and alert 
administrators of this activity. 

3.4 Use email filtering 

Email filter services can help to filter out potential attacks in the form of emails before 
they can even begin. Emails are the primary means of communication between 
business and no employee will ignore email messages that are of great interest to 
their organization, and that was why so many organizations were compromised 
because no employee would want to take the risk of not opening up the attachment. 

3.5 User awareness 

After doing the best we can the technical aspects on network security and 
architecture, we need to factor in the risks that people pose even if a network is very 
secure in its design. It is really no surprise that in many cases, the users are the 
weakest link. This explains why social engineering is a common method to 
compromise an organization. As advised by Symantec, education and awareness 
programs will help to reduce but not remove the risk of attacks. 
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 Grade: 8/10 
Satisfactory with several outstanding elements 
 
Comments: 
Good coverage, good analysis.  It would be good  if 
you  suggested  principles  like  "defence  in  depth". 
To make your report a bit shorter, you could 
restructure  and  avoid  repetition  for  instance  by 
merging  the  vulnerability  and  recommendation 
sections. 


